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Grid Watch

Grid Watch allows you to augment your already robust OSGP smart
meter security infrastructure by adding detection and response
capabilities to your established protection layers. It allows you to
identify changes in the threat-level, adapt your posture accordingly,

initiate responses to blunt the attack and start to offer credible
deterrents to the cyber-criminal.
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Even if you are aware of security events, you can be missing important indicators of attack, simply because they are lost in the background of low-level threat indicators
and false positives. Common responses are to log everything or log nothing. In either case, you are unable to spot the key indicators which would allow you to adopt a
modified security posture in response to a threat or to react to block an attack or limit a penetration.
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Grid Watch applies tried and tested security approaches for intrusion detection, as implemented in your ICT IDS platforms, to your smart meters. It intelligently
interprets security event information from your OSGP AMI. At its foundation are the security event indications which are provided by every OSGP secured smart meter
deployment in the world. It applies sophisticated correlation and pattern matching rules, based on the topology of your network, developed and extended by our own
security specialists, to highlight concerted and sustained threat and attack. The result is a highly refined set of threat and attack indicators that you can rely on and
respond to. Grid Watch is designed to integrate into your existing Security Information Event Management (SIEM) tooling, and so contribute to your wider corporate IT
security standards. Grid Watch also provides report outputs so you can gain in-depth and historic information about the threat-landscape and identify long-term

changes which you may otherwise miss.
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Grid Watch integrates seamlessly with your OSGP AMI deployment, without impacting performance or functionality and can be extended to integrate to your wider
Smart Grid deployments.



